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Executive Summary

Federal agencies and their partners must continuously monitor the security of their systems as a
condition of operating across FedRAMP, Department of Defense, and National Security System
environments. Most organizations cannot meet this standard — not because they lack security
tools, but because those tools produce findings, not evidence. Proving that a specific control is
enforced on a specific system at a specific point in time still depends on manual processes and
static artifacts that are outdated before they reach a system of record.

This paper describes an architecture that generates cryptographically verifiable compliance
evidence continuously and automatically, directly from the systems being monitored — and
delivers it as structured, machine-readable data into the platforms where authorization decisions
are made. The goal is to close the gap between what security tools do and what continuous
monitoring requires: ongoing, verifiable proof that controls are enforced.

Continuous Monitoring Across Federal Baselines

The mandate is universal. FedRAMP, DoD IL5/IL6, CNSSI 1253, and every NIST SP 800-53-
derived baseline require continuous validation of security controls — not periodic compliance,
but ongoing evidenced enforcement.

The frameworks agree on the
requirement. They diverge on the ,
. . FedRAMP | @) DoD IL5 / IL6
evidence. 800-53 defines control e

objectives. STIGs define technical o St
implementation mapped to CCls. — il
FedRAMP, DoD, and CNSSI each impose ikt

their own assessment methodology,

[ sTiGs / ccl

different evidence requirements

reporting cadence, and artifact

expectations.

Same controls, different burdens. Organizations operating across multiple baselines maintain
parallel evidence streams for the same underlying security state — different formats, different
systems, different cycles.
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The hard problem is not implementation. It is evidence production. Most organizations can

implement controls. Few can produce continuous evidence of that implementation at the

specificity and integrity each framework demands
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Continuous monitoring requires continuous evidence. The mandate is not satisfied by

periodic artifact collection. If evidence is not produced at the speed of enforcement, the

monitoring is not continuous — it is retrospective.

Existing tools were not designed for this. Vulnerability scanners, EDR, and configuration

platforms identify and respond to security events. They produce findings, alerts, and reports.

They do not produce structured, integrity-protected evidence that a specific control is enforced

on a specific system at a specific point in time.

The result is a manual workaround that cannot operate continuously. Compliance teams

collect tool outputs, reformat them into artifacts, and deposit them into GRC platforms on a

cycle. This process is periodic by nature. The evidence it produces is stale before it arrives — a

reconstruction of past state, not a continuous reflection of current state.
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Systems of record reflect compliance documentation, not compliance state. POA&Ms live
in spreadsheets disconnected from controls. Closure is based on attestation, not validated
remediation. The compliance record drifts further from reality between every assessment cycle.

This is the gap between execution and record. Controls may be continuously enforced. But if
the evidence of that enforcement is assembled periodically, manually, and without integrity
guarantees — the monitoring is not continuous. The gap persists.

Closing it requires evidence that is born continuous. Evidence must originate at the point of

enforcement at the moment of evaluation, carry its own proof of integrity, and flow into systems
of record without human assembly. Anything less is periodic monitoring with a continuous label.

Deterministic Control-State Validation

Continuous monitoring is not vulnerability management. The distinction is frequently
collapsed. Vulnerability scanning answers "where are we exposed?" It does not answer "are our
required controls enforced?" These are fundamentally different questions.

One asks what is wrong. The other asks whether what should be true is actually true. A
vulnerability scan identifies missing patches and known CVEs. It cannot tell you whether a
password policy is enforced, whether audit logging meets the STIG specification, or whether a
firewall rule satisfies the baseline.

Deterministic control-state validation
answers the second question. It
Vulnerability Enumeration Control-State Validation evaluates Whether a SyStemIS
configuration matches the required state
7] CVE-centric sép Baseline-mapped — STIG check by STIG check, mapped to
the corresponding CCl and 800-53

control. The output is not a findings list.
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Deterministic results enable
continuous automation. Vulnerability findings require interpretation — severity assessment,
applicability decisions, manual response. Control-state validation produces a binary outcome:
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the configuration matches or it does not. Deviations generate deficiency records automatically.
Remediations close them automatically. No manual translation required.

Neither replaces the other. Vulnerability management remains essential. But continuous

monitoring in authorization environments — where the question is whether controls are
enforced — requires deterministic validation as its evidentiary foundation.

The Policy Execution Layer

Evidence originates at the endpoint. The architecture begins where controls are enforced. A
lightweight execution engine resides on each managed endpoint with a narrow role: receive
policies, evaluate configuration, produce structured results, and submit them with cryptographic
proof.

It evaluates policy and reports state. Nothing more. No general-purpose scanning. No
telemetry collection. No remediation decisions. The engine's scope is deliberately constrained to
deterministic policy evaluation.

Policies are centrally defined, version-controlled, and framework-mapped. Each policy
specifies exactly what to evaluate, the expected compliant state, and which STIG requirement,
CCl, and 800-53 control it satisfies. No inference. No heuristic scoring. The configuration
matches or it does not.

Determinism is a design choice, not a limitation. It is what makes the output usable as
continuous compliance evidence. Every result includes the control mapping, observed state,
expected state, pass/fail determination, and the policy version that produced it.

Reporting is state-driven, not interval-driven. The engine fingerprints each evidence set and
only submits when state changes. Between changes, a heartbeat confirms the endpoint is active
and compliant. The compliance record reflects actual transitions — not periodic snapshots.

No new credentials. No new attack surface. The engine authenticates using the endpoint's
existing IAM identity — the role, managed identity, or service principal the organization already
manages and trusts.
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Cryptographically Verifiable Evidence

Evidence taken on faith is not evidence. If a compliance artifact carries no proof of who
produced it, when, or whether it has been altered, it requires trust in the process that created it.
In an authorization environment, that is not an acceptable assurance model.
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Evidence is tamper-proof by construction. Every certificate issuance is recorded in an
append-only transparency log. If an entry were modified or removed, the cryptographic
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structure of the log reveals the inconsistency. Evidence cannot be altered, backdated, or
fabricated after the fact without detection.

Evidence is replayable. Because every evaluation is deterministic and every result is tied to a
specific policy version, any finding can be independently re-executed against the same policy to
confirm the same outcome. This eliminates sampling — every control is validated, every result is
reproducible.

Verification requires no trust in the platform. The certificate chain anchors to a root of trust
controlled by the customer. An assessor can independently verify any artifact using only the
customer's root certificate and the public transparency log. The proof is self-contained.

Nothing is stored unverified or unencrypted. The platform validates the signature, certificate
chain, and transparency proof before accepting any evidence. Evidence that fails verification is
rejected. Evidence at rest is encrypted using customer-controlled key material — a
cryptographic property, not a policy commitment.

Continuous Evidence Delivery and Systems of Record

Evidence is mapped to the control framework at the point of creation. Every result carries
its CCl identifier and corresponding 800-53 control from the moment it is generated. When an
assessor receives it, the mapping is already done. There is no reconciliation between what was
collected and what the framework requires.

Assessment Results are produced continuously, not compiled for assessment. Evidence is
structured in OSCAL and delivered as machine-readable Assessment Results that feed directly
into Security Assessment Reports. Assessors receive a living body of evidence — not a static
package assembled in the weeks before an assessment window.

Engineering Continuous Monitoring Across NIST 800-53 7
and STIG Baselines



GRC Platform

B R e e — —> | ServiceNow / CMDB

Store

native, continuous — Assessment Workflow

Deviation Detected —> Deficiency Cretated

L tion N Deficiency 5 Record

Detected Created 2 Closed

Continuous Evidence Delivery and Systems of Record

The architecture provides direct inputs to the Security Assessment Plan. Because every
policy is mapped to a specific control and produces a deterministic, verifiable result, the SAP can
reference the platform's continuous evaluation as its test methodology. The assessment plan
and the evidence production are aligned by design.

POA&M lifecycle is driven by validated state, not manual attestation. When a control fails, a
structured deficiency record is generated and delivered automatically. When remediation is
confirmed by a subsequent evaluation — not by a human asserting completion — the record is
closed with validated evidence. Assessors can trace every deficiency from discovery through
closure with cryptographic proof at each step.

Assessors can verify independently. Every evidence artifact is self-contained — signed,
timestamped, and anchored to the customer's root of trust. A C3PAO does not need to trust the
platform. They verify the signature, the certificate chain, and the transparency proof using the
customer's root certificate. The evidence proves itself.

This is generated evidence, not ingested documentation. The platform does not depend on
the quality or timeliness of artifacts fed into it. Evidence originates from a verified, deterministic
process and arrives at the assessor already structured, already mapped, and already signed.
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Toward State-Driven Authorization

State Validation

The current model is built around documents. Evidence is assembled, reviewed at a point in
time, and authorization is granted against that package. Between assessments, continuous
monitoring is expected — but the authorization remains anchored to a static artifact.

That model was rational when evidence production was manual. If the best available
evidence is compiled on a cycle, the process must be designed around reviewing compilations.
The assessment is an event. The evidence is a deliverable. Continuous monitoring becomes a
commitment to repeat periodically.

The assumptions change when the evidence changes character. When enforcement is
validated deterministically, the compliance record is no longer an approximation. When
evidence is signed at collection and anchored to a verifiable chain of trust, its integrity no longer
depends on the people who handled it. When it flows continuously into systems of record, the
line between assessment event and ongoing monitoring narrows.

This paper does not argue that authorization should be automated. Authorizing officials
exist for a reason. The decision to accept risk on behalf of a mission requires human judgment.
That is not what changes.

What changes is the evidentiary foundation. The authorization conversation shifts from
whether the documentation represents the environment to whether the environment itself — as
demonstrated by its own verified evidence — meets the required posture.

From artifact review to state validation. That shift is not a revolution. It is the natural
consequence of an evidence architecture that is equal to the standard the authorization
frameworks have always described.

Engineering Continuous Monitoring Across NIST 800-53 9
and STIG Baselines



Executive Takeaway

Continuous monitoring demands continuous evidence. Periodic artifact collection does not

satisfy the mandate. Evidence must be produced at the speed of enforcement, not reconstructed
after the fact.

The gap is between execution and record. Most organizations can implement controls. Few
can continuously prove that with evidence that is structured, current, and verifiable.

Deterministic validation is not vulnerability scanning. Vulnerability tools ask what is wrong.
Control-state validation asks whether what should be true is actually true. Authorization
environments require both — but only the latter produces compliance evidence.

Evidence integrity must be provable, not assumed. Cryptographically signed, identity-bound,
tamper-proof, and anchored to a customer-controlled root of trust. Independently verifiable by
any assessor without trusting the platform.

Evidence must reach the systems where decisions are made. GRC platforms, systems of
record, and assessment workflows receive structured, OSCAL-native data continuously — not
static documents on a cycle. POA&M lifecycle is driven by validated state, not manual
attestation.

Authorization can shift from artifact review to state validation. When evidence is
deterministic, verifiable, and continuously current, the conversation moves from whether the
documentation represents the environment to whether the environment demonstrates the
required posture.

To learn more about implementing continuous, cryptographically
verifiable evidence production in your authorization environment,
contact the engineering team at contact@scanset.io
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